GCSE 5303 : Organizational Resilience and Incident Response

The focal point of this course will be to develop an understanding of business continuity, and cyber incident
response under an overall organizational resilience framework. First students will compare various
organizational resilience frameworks NIST, ISO (International Standards Organization), BSI (British Standards
Institute) and then apply one of these frameworks in a simulated environment. Then using the selected
framework students will manage a cyber-breach incident and conduct an after action 'hot wash' to determine
operational success or failure of the selected framework against the threat.

Credits 3
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Spring semester
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